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Seminar Outline

Day 1

Chapter 1: ISO/IEC 27001 Family of Standards 
Chapter 2: Introduction of ISO/IEC 27001:2022
Chapter  3: ISO/IEC 27001:2022 Requirements – 
Context of the Organization and Leadership
    Group Exercise 1: Context & Interested party  
    requirements identification and mapping
Chapter 4: ISO/IEC 27001:2022 Requirements - 
Planning 
    Group Exercise 2: Determining and evaluation of 
    Information Security Risk Assessment 
Group Exercise 3: Implemntation Scenarios 
(Clauses 4-6) 

Day 2

Chapter 5: ISO/IEC 27001:2022 Requirements – 
Support 
Chapter 6: ISO/IEC 27001:2022 Requirements – 
Operation
      Group Exercise 4: Implementation Scenarios 
      (Clauses 7-8) 
Chapter 7: ISO/IEC 27001:2022 Requirements – 
Performance Evaluation
Chapter 8: ISO/IEC 27001:2022 Requirements – 
Improvement
      Group Exercise 5: Implementation Scenarios  
      (Clauses 9-10) 

Day 3

Chapter 9: Introduction of controls 
      Group Exercise 6: Statement of applicability  
Chapter 10: ISO/IEC 27001:2022 Annex A – 
Organizational Controls 
      Group Exercise 7: Policies Preparation
Chapter 11: ISO/IEC 27001:2022 Annex A – People 
Controls 
      Group Exercise 8: Implementation Scenarios 
      (Annex A – Organization & People Controls) 

 

Global Headquarters Omnex Inc,. 315 E. Eisenhower Parkway, Suite 300, Ann Arbor, MI 48108. USA.

CONSULTING   TRAINING   SOFTWARE

Certified Lead ISMS Implementers Professional (CLIIP)  
Course Duration: 4 Days - 8 Hours/day

OMNEX INC

Phone: (734) 761-4940 | Email: info@omnex.com | Web: www.omnex.com

USA | GERMANY | INDIA | CHINA | DUBAI | THAILAND | CANADA | SINGAPORE | MALAYSIA | MEXICO

 

Learning Objectives
Understand the application of Information Security 
Management principles in the context of ISO/IEC 
27001:2022.
Relate the Information Security Management system 
to the organizational processes, services, activities.
Understand the application of the principles, 
procedures and techniques and attributes needed for 
effective implementation.
Understand the application of the regulations, and 
other considerations that are relevant to the 
management system.

Seminar Content

Omnex is a global consulting company with diversified 
experience in certifying professionals as 
implementers and auditors in various management 
system standards. This four-day course has been 
developed to satisfy the implementers profile and, as 
such, all attendees who successfully pass the exams 
during this course will achieve a Certificate of 
Attainment for Lead Implementers Professional.

This four-days course provides participants with the 
necessary knowledge to implement all requirements 
of the ISO/IEC 27001:2022 standard and its 
organizational and technical controls from Annex A.

This course includes definitions from ISO/IEC 
27000:2018 (Information Security Management 
Systems – Overview and Vocabulary), and guidance on 
Controls from ISO/IEC 27002:2022 – (Guidance on 
Information Security Controls.

Group exercises and case studies will be used to 
develop the required skills. Other topics covered 
include the processes and methodologies required, 
such as, planning, documentation, implementation, 
and continual improvement of ISMS using ISO/IEC 
27001:2022 standard. Case studies to develop skills 
for implementing ISMS will be used.
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An understanding of the ISO/IEC 27001:2022 requirements 
and/or work experience in applying ISO/IEC 27001:2022 is 
recommended.
 

Pre-Requisite

Seminar Materials
Each participant will receive a seminar manual and a 
breakout workbook that includes implementation 
case studies.

Note:  Omnex does not provide copies of standard(s) 
during training courses, but clients are encouraged to 
have their own copy.

Who Should Attend
This seminar is primarily designed for practitioners and 
implementer candidates but can also be valuable for 
Cybersecurity, and IT Managers, Management 
Representatives, and all others who would like to 
develop competency in ISO/IEC 27001:2022 and the 
Information Security Controls.

Seminar Outline

Day 4

Chapter 12: ISO/IEC 27001:2022 Annex A – Physical 
Controls 
Chapter 13: ISO/IEC 27001:2022 Annex A – 
Technology Controls 
     Group Exercise 9: Audit Scenarios (Annex A – 
     Physical & Technology Control) 
ISO/IEC 27001:2022 – CLIIP Certification Exam 

 


